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AUDITOR’S REPORT
A third party has completed a Software Asset Management Assessment. The assessment found
some areas of strength, and some areas that need improvement, which have been
communicated to the City’s Technology Services department for further evaluation.
This assessment is authorized pursuant to the City and County of Denver Charter, Part 2, Section 1,
General Powers and Duties of Auditor.
We extend appreciation to Technology Services and the personnel who assisted and cooperated
with us during the assessment.

Denver Auditor’s Office

Timothy M. O’Brien, CPA
Auditor
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Deloitte & Touche LLP
1601 WeWatta Street
Suite 400
Denver, CO 80202
USA
Tel: +1 303 312 4160
www.deloitte.com

Transmittal Letter

We are pleased to provide this Software Asset Management Assessment performed in accordance with our
Statement of Work dated June 15th, 2017 by Deloitte & Touche LLP, as requested by City of Denver Auditor’s
Office (the “Company”).
Our services and deliverables are solely for the Company’s benefit, and are not intended to be relied upon
by any person or entity other than the Company. The Company should not disclose the services or
deliverables, or refer to the services or deliverables, except as specifically set forth in the statement of work.
Our services were performed in accordance with the Statement on Standards for Consulting Services issued
by the American Institute of Certified Public Accountants (AICPA) and did not constitute an engagement to
provide audit, compilation, review, or attestation services as described in the pronouncements on
professional standards issued by the AICPA, the Public Company Accounting Oversight Board, or other
regulatory body and, therefore, we did not express an opinion or any other form of assurance with respect
to our services.
We did not provide any legal advice regarding our services, nor did we provide any assurance regarding the
outcome of any future audit or regulatory examination or other regulatory action. The responsibility for all
legal issues with respect to these matters, such as reviewing all deliverable[s] and work product[s] for any
legal implications to the Company, will be the Company’s. It is further understood that management is
responsible for, among other things, identifying and ensuring compliance with laws and regulations
applicable to the Company’s activities.
We look forward to working with you in the future.
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Software Asset Management Assessment
City and County of Denver
Background
Deloitte & Touche LLP (Deloitte) was tasked by the City Auditor’s Office (City Auditor) to
deliver a Software Asset Management (SAM) assessment of the City and County of Denver
technology services department. The nature of the services performed for the City and County of
Denver included two phases as described below:

Current State Assessment and Gap Analysis
•

•
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Planning and Scoping
o Develop agreed upon project plan establishing roles and responsibilities,
timelines and deliverables
o Identify and schedule meetings with key stakeholders and conduct initial scoping
meetings with selected stakeholders
o Generate data request list and gather documentation such as organizational
charts, and policies and procedures to be reviewed during the engagement
o Establish overall project governance, cadence meetings, and escalation /
remediation process
Data Gathering
o Interview key stakeholders to determine the current state of Technology Services
SAM capabilities including roles and responsibilities of the SAM team and
supporting business unit such as procurement, infrastructure, legal, etc.
o Gather relevant documentation (i.e., IT Asset Management related
documentation, data related to software lifecycle (refer to Figure 1) and work with
vendor management teams to obtain vendor spend and entitlement data

Software Asset Management Assessment

FIGURE 1 – SAM LIFECYCLE

•
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SAM Assessment
o Assess the current SAM environment including, contracting and procurement,
software compliance, software deployment, software monitoring and tracking,
and software decommissioning
o Confirm findings with stakeholders and update as appropriate
o Create gap analysis & provide recommendations
o Create a gap analysis detailing SAM process and control gaps identified and
review the findings with the management team (refer to Figure 2)
o Compile SAM process control observations and improvement opportunities to
address gaps identified for improvement in the immediate and long-term time
frame

Software Asset Management Assessment

FIGURE 2 – DELOITTE’S SAM FRAMEWORK
Prioritization and Vendor Baseline Assessment
•

•

•

•
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Create Vendor Prioritization Framework
o Gather major software vendor contracts and work with IT and Procurement to
gather software spend data in order to analyze and identify the City’s highest
spend vendors
o Provide a Vendor Prioritization Framework which includes the highest risk
vendors, based on spend data received, audit frequency, and agree upon a
selected vendor for baseline exercise
Contract and Entitlements
o Conduct a review of software contracts and entitlements and work with IT,
procurement, outsourcers, vendors, and resellers to determine the current
license, maintenance, & subscription entitlement for agreed upon vendor, the
data from which will be used to develop an entitlement assessment
Discovery & Deployment Validation
o Collect software installation information and compare entitlement and
deployment data leveraging existing tools, or Contractor’s scripts if required
o Conduct completeness & accuracy testing for software inventory records
Reporting & Recommendations
o Provide a software baseline assessment that consolidates deployment and
entitlement data and review the assessment with the management team
o Utilize findings from Phase 2 to identify potential savings opportunities,
remediation areas to limit compliance exposure, and process improvements

Software Asset Management Assessment

Observations
Below are a selection of observations resulting from the two phases of SAM assessment:
1) The current SAM program has not been integrated with existing discovery sources in
order to identify all software deployment, compliance and license positions throughout
the City in an automated process.
2) There is a lack of formalized and understood policies and procedures across the SAM
lifecycle, and knowledge of software licensing and compliance is inconsistent throughout
the organization.
3) There is lack of a well-defined, robust, and automated method of assessing unused or
unallocated software licenses in both personal computers and servers.
4) There is uncertainty associated with the compliance of server licenses due to lack of inhouse licensing expertise and lack of visibility into software deployment in the datacenter
environment.
Recommendations
Below are a selection of recommendations resulting from the two phases of SAM assessment:
1) Accountability and awareness for the SAM mission should be clearly articulated from
leadership in order to drive completion of SAM objectives.
2) The software governance function should enable the SAM program to access critical
data to carefully report on software compliance, including server access controls to
determine completeness of inventory data.
3) Maintain accountability by clearly defining roles, responsibilities, access, and
communicating these roles across the organization so as to promote visibility to the
mission of the SAM program.
4) Formalize processes and controls around management of phases of the software
lifecycle to ensure consistent practice across agencies and Technology Services.
Agency Response
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