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AUDITOR’S LETTER
December 7, 2023

In keeping with generally accepted government auditing standards and Auditor’s Office policy,
as authorized by city ordinance, we have a responsibility to monitor and follow up on audit
recommendations to ensure city agencies address audit findings through appropriate corrective
action and to aid us in planning future audits.

After following up on the “Information Technology Vendor Management” audit report issued in
September 2022, we determined the city’s Technology Services agency did not implement most of
our recommendations. Managers fully implemented one of the eight recommendations they agreed

to, partially implemented one, and did not implement six others.

During the original audit, we found Technology Services had no comprehensive structure for
vendor management. The agency had an incomplete strategy and lacked several key components
of effective governance: detailed and approved policies and procedures; defined roles and
responsibilities; and plans for staffing, budget, and training.

Based on our follow-up work, we determined Technology Services did not fully address all the risks
associated with our initial findings. Consequently, we may revisit these risk areas in future audits to
ensure the city takes appropriate corrective action.

We appreciate the leaders and team members at Technology Services who shared their time and
knowledge with us throughout the audit and the follow-up process. Please contact me at 720-913-
5000 with any questions.

Denver Auditor’s Office

Timothy M. O'Brien, CPA
Auditor
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ORIGINAL

REPORT HIGHLIGHTS

Information
Technology
Vendor
Management

Original Report Issued:
SEPTEMBER 2022

Follow-up Report Issued:
DECEMBER 2023

Objective

To assess the effectiveness of
Technology Services’ processes
for vendor management
governance, continuous
monitoring, and compliance
with agency policies and
procedures.

Background

An effective information
technology vendor
management process controls
costs, promotes excellent
service, and reduces risks to
ensure the organization gets

the best value from its vendors.

Technology Services is the
city’s agency responsible

for information technology.

It provides information
technology-related
infrastructure, systems, and
services to most city agencies.
This responsibility includes
selecting third-party vendors
for specialized technology
needs and overseeing these
vendors to ensure they provide
the best value to taxpayers.

Technology Services was not systematically managing its vendors

The agency’s oversight of its information technology vendors was
inadequate. Agency leaders intentionally delayed finalizing a proposed
vendor management policy — a crucial component of a comprehensive
governance structure — until after the original audit was completed.
Specifically, Technology Services was missing:

e Official policies and procedures to guide its employees, enforce
requirements, and hold vendors accountable.

¢ Defined roles and responsibilities or designated authority for the
specific employees involved with vendor management.

e Budgetary plans to fund and adequately staff the vendor management
function.

e Training plans to educate employees about how to monitor vendors in
line with approved policy.
Meanwhile, we also found Technology Services did not:
e Consistently monitor its vendors for existing security controls.
¢ Hold these vendors accountable for meeting contract requirements.
¢ Have a consistent process for when vendors stop working for the city.
e Store vendors’ data in a central system.

WHY THIS MATTERS

Technology Services’ delay in establishing a comprehensive governance
structure risks the city not getting what it pays for from outside vendors.

If technology vendors do not adequately protect city data or if they do not
deliver services as promised, city agencies and residents could be affected, and
the city’s reputation is at risk.
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Action Since Audit Report

Information Technology Vendor Management

8 recommendations proposed in September 2022

Technology Services fully implemented only one recommendation made in the original audit report. The agency
only partially implemented one other recommendation and did not implement the remaining six recommendations.
For the recommendation that was fully implemented, the agency conducted a staffing analysis and established an
organizational structure for its information systems vendor management team.

If Technology Services implements the remaining recommendations, as it intends to do, it will minimize the risks that
the city is not getting what it pays for from outside vendors. This will also help ensure technology vendors adequately
protect city data and services are delivered as promised.

000000
FULLY 1 PARTIALLY 1 NOT 6
IMPLEMENTED IMPLEMENTED IMPLEMENTED

REMAINING RISKS

The seven recommendations Technology Services did not fully implement present several lingering risks. Among them:

e While Technology Services hired a contractor to refine its draft vendor management policy and procedures,
the contractor stopped working for the city before the work was finished. As a result, this promised policy is
still in draft form and has not been shared with staff. This continues to risk a lack of vendor accountability and
inconsistencies in staff tasks.

¢ Without a formal training program and procedures to monitor performance, staff that handle information
technology vendors will not effectively monitor outside vendors. They also risk not holding vendors accountable
for breaking contract terms and not monitoring for and communicating when vendors stop working for the city.

¢ The continued absence of any vendor-separation procedures leaves staff uninformed about their responsibilities
when a vendor stops working for the city. This can lead to time wasted requesting information from a vendor or
even potentially receiving confidential information that city staff no longer need.

e Without an active employee assigned to manage vendors and perform periodic security reviews, the city risks
vendor incidents going unnoticed, contracts expiring and posing a legal risk, and communication suffering or
ceasing altogether.




FINDING | Technology Services does not systematically manage its vendors

Recommendation 1.1

FULLY IMPLEMENTED

ESTABLISH ORGANIZATIONAL STRUCTURE - The city’s Technology Services
agency should perform a staffing analysis to determine budget and staffing
needs for the vendor management process. Based on this staffing analysis,
the chief information officer should establish a staffing plan and designate
an organizational structure, with a designated authority, for the vendor
management team. The chief information officer should then document this
structure in an approved vendor management policy.

AGENCY ACTION

Agency’s original target date for completion: March 14, 2023

Technology Services conducted a staffing analysis and documented
the methodology and results. It also established and documented an
organizational structure, as we recommended.

Officials first determined how many vendor managers were needed based
on the anticipated demand of the responsibilities required — which they
estimated would require on average two hours of attention per week.

This would include meeting directly with vendors, reviewing service-level
agreements, performing data tasks, being trained on vendor management,
presenting to the city’s vendor management committee, and other work in
alignment with the vendor management policy.

Technology Services did not formally document the organizational structure
into policy because officials said they do not include this level of detail

in such a high-level policy. However, we did find that the organizational
structure was documented in Workday, the city's system of record. Because
Technology Services documented its plans for organizational structure
within Workday, this addresses the intent of our recommendation.

After completing the staffing analysis, Technology Services talked with
Gartner, a research organization, about how to staff the city’s vendor
management function within Technology Services. Gartner advised that
information technology vendor management must be operated by various
staff or subject-matter experts within the organization. The organization
said procurement staff cannot be the only personnel working on vendor
management. Architects, technology managers, compliance staff, and others
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must also be involved to make vendor management optimally effective.

Based on this research, Technology Services reassessed the roles and
responsibilities outlined in its policy and determined it would be more
efficient to follow a matrix model specifically for vendor management. A
matrix model encourages vendor management to be the responsibility of
many different departments and staff within the agency.

Therefore, day-to-day vendor management will remain with the various
vendor managers. These staff are responsible for vendor activities within
the agency and oversight will be under the agency’s data protection team.

Lastly, a 2024 budget request was created to hire a vendor manager who
would report directly to the deputy chief information officer, when hired.
While the budget request was submitted, the request was rejected by the
city's budget team.

We consider this recommendation fully implemented.

PARTIALLY IMPLEMENTED

Recommendation 1.2 REFINE STRATEGIC PLAN OBJECTIVES — The city’s Technology Services agency
should refine its strategic plan to include sufficient detail about how it will
plan the vendor management process — including:

« Performance indicators for monitoring vendors’ contract compliance.
+ Securing data and network infrastructure.

+ Training city staff.

+ Engaging proactively with vendors and partners.

« Improving how it selects and contracts with critical vendors to save
taxpayer money.

+ Monitoring other city agencies’ compliance with technology plans,
budgets, standards, and policies and procedures.

Each objective should have a measurable timeline.

AGENCY ACTION Agency’s original target date for completion: March 14, 2023

Technology Service’s strategic plan is organized into five strategies, with
vendor management grouped under the plan’s section on reliability. The two
vendor management strategies documents focus on the number of contracts
within 12 months of expiration and the current state of contracts. Agency
officials told us vendor management is being moved under the security
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section of the plan moving forward. This realignment of the strategic plan
also mirrors the organizational structure of having oversight of vendor
management under the data protection team.

Additionally, the agency holds end-of-quarter performance meetings to
review how staff are achieving these strategies. We confirmed vendor
management performance metrics are tracked quarterly.

During the original audit, we found Technology Services’ strategic plan did
not include any strategies for information technology vendor management.

When we followed up, we determined the plan’s focus on the number of
contracts within 12 months of expiration and the current state of contracts
and number of risk assessments addresses only three aspects of our
recommendation:

+ Performance indicators for monitoring vendors’ contract compliance.

+ Securing data and network infrastructure.

+ Engaging proactively with vendors and partners.
But we found no other evidence demonstrating that the other facets of our
recommendation are included in the agency’s strategic plan:

+ Training city staff.

+ Improving how Technology Services selects and contracts with critical
vendors to save taxpayer money.

« Monitoring other city agencies’ compliance with technology plans,
budgets, standards, and policies and procedures.

Because of these remaining gaps, we consider the recommendation only
partially implemented.

NOT IMPLEMENTED RECOMMENDATIONS ON PAGES 4-9

Technology Services officials said the denial of their budget request — which we mentioned in the implementation
of Recommendation 1.1 — has negatively impacted the agency’s ability to implement our remaining audit
recommendations.

In addition to not having the funding to fill the vacancy for a vendor manager, Technology Services has also been
unable to fill a contract position for a technical writer because of the city’s hiring freeze.

On pages 4-9, we explain what actions the agency has taken. Citing the vacant positions, Technology Services has
not taken substantive action and is not prepared to fully implement the remaining recommendations.

Therefore, we consider Recommendations 1.3 through 1.8 not implemented.

PAGE 3 DENVER AUDITOR | TIMOTHY M. O’BRIEN, CPA



NOT IMPLEMENTED

Recommendation 1.3 REFINE, APPROVE, AND IMPLEMENT VENDOR MANAGEMENT POLICY AND
PROCEDURES - The city's Technology Services agency should refine its draft
vendor management policy with more detail about the organizational
structure, how it will communicate staff’s roles and responsibilities, and how
it will train staff. In addition, Technology Services should create all needed
procedures that will be referenced in the policy, including but not limited

to procedures described in Recommendations 1.5, 1.6, and 1.7. Once the
agency completes these procedures, the chief information officer should
approve the revised draft vendor management policy as soon as possible.

AGENCY ACTION Agency's original target date for completion: March 14, 2023

Technology Services officials said they still intend to implement this
recommendation, but they lack the resources to do so at this time.

Shortly after our original audit, Technology Services developed a policy
for its information technology vendor management program. The policy
contains roles and responsibilities for the various staff and teams
responsible for vendor management. But the policy has still not been
updated on how roles and responsibilities will be communicated or how
staff are to be trained.

Technology Services had contracted with a technical writer to draft vendor
management standards and procedures, but before the project was finished,
the contractor left to take a full-time job. Subsequently, the city froze

hiring to save money, so the agency was unable to hire another contractor
to continue this project. Agency officials considered hiring an intern

instead, but they said it would be a challenge because of the knowledge
and experience needed to create and update the agency’s standards and
procedures.

Therefore, the agency has not made much progress to implement this
recommendation, and officials now anticipate finishing implementation by
June 30, 2024.

Because Technology Services’ draft vendor management policy has not been
adequately updated and approved and because standards and procedures
have not been finalized with vendor management content, we consider this
recommendation not implemented.
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Recommendation 1.4

DEVELOP AND CONDUCT TRAINING - The city’s Technology Services agency
should develop a training plan to ensure staff with roles and responsibilities
for information technology vendor management are aware and informed of
how the process is structured and how it should operate.

AGENCY ACTION

Recommendation 1.5

Agency’s original target date for completion: March 14, 2023

Technology Services officials told us that, before they can develop a training
plan, they first need to hire a vendor manager to refine and implement the
vendor management policy. After that, the agency can train staff based on
the approved policy.

Although no formal training plan exists, Technology Services did conduct a
training on technology contracts citywide. This training in August 2023 was
not specific to vendor management, and it did not explain the roles and
responsibilities for information technology vendor management.

While the contracts training is an excellent example of training staff on
how to procure technology, this does not demonstrate that a training
plan for vendor management was created. Therefore, we consider the
recommendation not implemented.

DEVELOP AND APPROVE SECURITY REVIEW PROCEDURES - As part of
implementing Recommendation 1.3, the city’s Technology Services agency
should develop and implement security review procedures to ensure staff
comprehensively and continuously monitor all information technology
vendors for security concerns. These procedures should include at a
minimum:

- Security reviews at intake and on a regular basis thereafter, at least
once a yedr.

+ Documentation for why a vendor is excluded from annual security
reviews.

+ Current independent security assessments.

AGENCY ACTION

Agency’s original target date for completion: March 14, 2023

Technology Services developed a vendor risk assessment standard that was
last revised in August 2023 and a standard for third-party products’ security
assessments, which was last revised in June 2023.

Both standards require that new vendors be assessed only during intake
for data protection, privacy, and security, as well as vendor architecture
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and compliance with City and County of Denver records retention and
accessibility needs.

But the vendor risk assessment standard does not mention performing
security reviews on a reqular basis or thereafter as specified in our
recommendation. Instead, it mentions reassessing vendors at the time of
contract renewal or if Technology Services sees a need to request a review in
ServiceNow — the system Technology Services says will be used to track and
monitor all vendors, technology equipment, and software.

The standard does not explicitly require that all vendors be evaluated

at least annually to determine whether a risk assessment of any type is
needed, nor does it require that staff document why a vendor may not need
an annual assessment. A complete, accurate, and single source of record is
crucial to ensure all of the city’s technology vendors are evaluated annually
on whether they need a risk assessment every other year or at some other
frequency.

Leading practices for information technology vendor management say
organizations should have a security and privacy risk treatment plan to
ensure alignment with enterprise strategy and enterprise architecture.!
Such a plan should monitor and measure the effectiveness of security

and privacy risk assessments. By having a complete and accurate single
source of record, Technology Services could easily report on risk assessment
rankings for vendors, which risk assessments have been started and which
are completed, and what types of assessments are required for each vendor.

During our follow-up, Technology Services could not give us a report

of completed assessments or an estimate of when an assessment
would be completed once it has begun. Additionally, neither the vendor
risk assessment standard nor the standard for third-parties’ security
assessments specifically address using current independent reviews and
evaluations to assess vendors, as we had recommended.

Technology Services officials said they have made some improvements in
ServiceNow’s vendor risk assessment module that allows staff to request a
vendor risk assessment. Additionally, a feature was developed to push all
privacy threshold assessments into that module. If used, this automation
would make it easier for a larger number of employees to ask for relevant
risk assessments as well as automatically required privacy threshold
information.

While agency statistics from 2022 and 2023 show an increase in initiated
assessments, the agency did not have comprehensive reporting available
for completion dates, the status of assessments, or results. Because a
unified source or record capable of encompassing all these datapoints is
unavailable, we could not perform further follow-up testing.

1 Information Systems Audit and Control Association, “Control Objectives for Information Technologies 2019” (2018),
accessed Oct. 18, 2023, https://www.isaca.org/resources/cobit.
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Recommendation 1.6

Given the two standards Technology Services provided do not sufficiently
address the totality and completeness of all Technology Services vendors,
do not specifically provide guidance on how to evaluate and document
vendors that do not warrant an assessment, and do not require the use of
current independent assessment reports in evaluating a vendor’s risk, we
consider this recommendation not implemented.

DEVELOP AND APPROVE PERFORMANCE-MONITORING PROCEDURES - As part of
implementing Recommendation 1.3, the city’s Technology Services agency
should:

+ Populate ServiceNow with the service-level objectives.

+ Develop and incorporate procedures to ensure staff are
comprehensively and continuously monitoring all vendors to verify they
are meeting contract terms and the requirements of their service-level
agreements.

+ Include steps in procedures to ensure contracts contain service-level
agreements and service-level objectives and that these service-level
objectives are relevant, enforceable, and measurable.

+ Define and implement a process for seeking restitution when vendors
break agreed-upon performance objectives.

AGENCY ACTION

Agency’s original target date for completion: Dec. 14, 2022

Technology Services said defining and populating service-level objectives
for all vendors will require:

+ Hiring a vendor manager.
 Hiring a configuration management database manager.

« Contracting with a ServiceNow implementor to get the functionality
required to implement this recommendation.

When we followed up this fall, Technology Services said a configuration
management database manager should be hired by the end of October
2023.

Officials also said they asked for funding in the city’s 2024 budget to

hire a vendor manager who would report directly to the deputy chief
information officer. But the city’'s Budget and Management Office denied
the request, negatively affecting Technology Services’ ability to implement
recommendations from our original audit.

We found Technology Services has made no progress in determining
common performance metrics for information technology vendor contracts,
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Recommendation 1.7

as we recommended. For example, the agency does not have a list of
potential performance metrics being considered. Additionally , Technology
Services officials offered no evidence that assures us language on service-
level agreements and objectives will be included in future vendor contracts.

We also found no improvements to policies or procedures on monitoring
vendors' performance. Technology Services officials confirmed they had
made no progress in developing a project plan or a universal vendor list
with defined metrics or in developing a plan to document and track the
performance of the city’'s information technology vendors.

Because vendors’' performance is not being properly monitored and
assessed against contracted service-level objectives — risking that
the city is not receiving the services it has paid for — we consider this
recommendation not implemented.

DEVELOP AND APPROVE VENDOR-SEPARATION PROCEDURES - As part of
implementing Recommendation 1.3, the city’s Technology Services agency
should develop and approve a process for when vendors separate from
the city, and then management should communicate these procedures to
relevant staff.

AGENCY ACTION

Agency’s original target date for completion: Nov. 14, 2022

Technology Services officials said they will not develop vendor-separation
procedures until the agency has implemented other work, expected by
April 2024. As with other recommendations, this delay is because of the
challenges Technology Services is experiencing after its funding request for
additional staff was denied.

During follow-up, we inspected the most recent information technology
vendor management policy and found that it did not include separation
procedures.

Technology Services officials said they are developing automated workflows
in Workday, the city’s system of record, to identify when a contract has
expired so all vendor access can automatically be cut off across the city’s
entire technology environment. They expect to complete this by the end of
the first quarter of 2024.

Until then, notifications about contract termination and vendor removal are
manual processes. This raises the risk of access issues and is often cited
as a reason for the access issues that are identified. Technology Services
officials aim to reduce this risk through the automation they are developing.

Because Technology Services has not developed approved vendor-
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Recommendation 1.8

separation procedures that include all activities typically required at

the end of a vendor relationship — including terminating vendor access
termination and safeguarding city data, we consider this recommendation
not implemented.

IMPLEMENT A SINGLE SYSTEM OF RECORD FOR VENDOR MANAGEMENT - The
city’s Technology Services agency should establish a single system of record,
such as ServiceNow, for vendor management data and monitoring activities.
Once Technology Services establishes a single system of record, it should
create a process for reviewing vendor management-related data to ensure
accuracy.

AGENCY ACTION

Agency’s original target date for completion: Sept. 15, 2023

Although Technology Services officials said they had made strides to
automate processes in ServiceNow's vendor module, they have not
completed a universal list of vendors, nor have they developed a single
source of record for the city’s vendor management life cycle activities. The
agency is also not defining what critical information should be collected
upfront and maintained in ServiceNow.

During our follow-up, Technology Services provided no project plan for

how the agency will implement a single source of record for its vendor
management activities. To support the effort in implementing other
recommendations, the following information could be added to a single
source of record to provide data to managers and to help develop reporting
dashboards that would aid the organization in assessing its success in
overseeing vendors:?

- The status of any initial and periodic security assessments and risk
assessments in a risk register.

 Risk ratings by vendor or service.
« Reasons why no risk assessments have been done.
« Any performance or service-level objectives.
« The number of critical failures of service-level objectives.
« Vendor termination offboarding requirements.
Because Technology Services has not completed planning for a single

source of record for vendor management, we consider this recommendation
not implemented.

2 Axelos, “Supplier Management ITIL: 4 Practice Guide” (2023 Revision), 57-65 E.1.25.
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Office of the Auditor

The Auditor of the City and County of Denver is independently elected by the residents of Denver.

He is responsible for examining and evaluating the operations of city agencies and contractors for
the purpose of ensuring the proper and efficient use of city resources. He also provides other audit
services and information to City Council, the mayor, and the public to improve all aspects of Denver’s
government.

The Audit Committee is chaired by the Auditor and consists of seven members. The Audit Committee
assists the Auditor in his oversight responsibilities regarding the integrity of the city’s finances

and operations, including the reliability of the city’s financial statements. The Audit Committee

is structured in a manner that ensures the independent oversight of city operations, thereby
enhancing residents’ confidence and avoiding any appearance of a conflict of interest.

201 West Colfax Avenue, #705
Denver, CO 80202

(720) 913-5000

Our Mission

We deliver independent, transparent, and professional oversight in order to safequard and improve
the public’s investment in the City and County of Denver. Our work is performed on behalf of
everyone who cares about the city, including its residents, workers, and decision-makers.
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